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1. Introduction

CONTEG Pro Server (CPS) is our world class central monitoring and mangement software, suitable
for a wide range of monitoring applications. It is free to use with all CONTEG devices. You can
monitor your infrastructure, whether it be a single building, or remote sites over a wide geographic
area. Integrate third party devices with Modbus, SNMP and ONVIF compatible IP cameras.

This manual is dedicated to the new HTMLS5 interface of CPS.
Most CPS features (98%) are also on the HMTLS5 Ul, and configuring them matches the Windows
client (wx). You may check our earlier CPS manuals if you need more help with the Windows client.

Differences and advantages over v12 series

- CPS is now CONTEG Pro Server. This change will also result in the installation- and user data
paths being different, so make sure to review and change your custom scripts if you hard-coded the
CPS paths in it.

-The biggest diff er enc einwelsserven ®TML UIYiwvl3 whieh peodides a
access to CPS management without installing a separate CPS client program. You just need a
HTML5 compatible web browser running on any device to be able to manage your CPS installation
(more on this feature later).

- Only CPS v13 supports new intelligent sensors such as power monitoring and Thermal Map.

- CPS v13 code has been rewritten on a more modern compiler so it has better performance on
modern OSO0 .s

- CPS now has a memory dump feature (which can be sent to Support and the engineers) that will
help us to better troubleshoot and fix issues.

- Further development and new features will only be added to the HTML5 interface. Note: some
existing features are missing from the HTML Ul but the feature coverage is ove 98% compared to the

Windows client.

- CPS is now fully Unicode aware; you can specify and use Unicode characters (for example for path
names, action names)

- Backup & Restore feature has been rewritten and should produce smaller backups when video

bui

recordingisused( it doesn6t include the .Reserved folder
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- The graph library is new in CPS v13 and the feature has been rewritten.

- When you uninstall CPS v13, the default option is to keep your user data and settings (but you can
choose to remove them).

- New licensing features for CPS v13:

1 The product still requires activation for using more than one sensor of each type, but the demo
usage n o weqdre akne rédistration with email. CPS will use an offline Default
license.

1 If you already have a paid Active license and online access, CPS will automatically activate
itself after installation. No need to run the Activation Wizard on first use.

1 Now you can also activate using a license file that has been sent over email and no need to
copy-paste the long activation key (but this method is also still supported).
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2. Install ation and upgrade

In this sectionofthema nual , wedl | psheoessary forinstdllihggCONTE® Pro Server
(CPS) Windows version on a computer.

We will also provide the system requirements, and a comparison between the internal and external
databases, to help you choose the best option for your organization.

Note: some of the pictures shown are from earlier versionsbut t he process hasnot
since;i t 6s the same for the current version.

System Requirements

CONTEG Pro Server - Minimum Specifications

Dual-Core CPU is recommended
CPU Intel Xeon 3050 2.1 GHz or higher
AMD Opteron 1218 2.6 GHz or higher

RAM 1 GB (2 GB or more and dual-channel recommended)
Network Ethernet 100/1000baseT (1 Gbit recommended)
Graphics Card Onboard or external, minimum 1024x768 resolution, 16 bit colors

Minimum 100 Gbyte free (depends on the number of servers, cameras,
Hard Disk rules and logging settings), NTFS file system (on Windows)
Recommended: 7200 RPM or faster SATA/SAS HDDs and RAID1/RAID5

Minimum: Windows 7 64 bit or Windows Server 2008 R2
Recommended: Windows 10 64 bit or Windows Server 2016
Note: Windows Server Core versions are not supported
CONTEG Pro Server also supports running on Linux

Operating System

Please note: Camera recording and playback performance depends on your CPU speed, Memory,
Network Bandwidth and the frames per second (FPS) selected.

Please also note: The CONTEG Pro Server can support up to a maximum of 1,000 data points before
you need to upgrade to the full SQL database as indicated on our price list. You need to consider the
data points and not just total sensors. For exmaple our dual temperature humidity sensor would count
as two data points.
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Network Specifications

The communication between the CONTEG Pro Server and the client units is based on standard
TCP/IP protocol. As long as they can connect to each other, you can add your units to the CONTEG
Pro Server. This depends on your network administrator to design the network topology. Here is the
communication protocol used in our system:

U Communication from the CONTEG Pro Server to the client units:
SNMP (Default Port 161 UDP)

U Communication from the client units to the CONTEG Pro Server:
RPC (Default Port 5000 UDP/TCP)

The CPS installer will automatically add firewall rules to the Windows Firewall upon installation, and
also a VPN rule after you enable the VPN feature. However if you use a third party firewall software
(or hardware) you must make sure that the required ports are open on your firewall.

If the client unit is behind a NAT firewall, you will have to set up port-forward to your unit to Port 161.

For the CONTEG Pro Server, you will havetodoport-f or war di ng to the Server.
If the client unit and the CONTEG Pro Server are on a different LAN, you can set up Virtual LAN to

make these nodes able to talk to each other over the switch.
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Step-by-step Installation

The installation process in short:

Create directories and shortcuts

Copy program files to the disk

Install NTP server and WinPcap programs (third party software)
Set up and populate the database (internal or external)

Stop (if running) and restart the CPS service

Add firewall exceptions automatically to the Windows Firewall

[t et et B et A et A et

Step-by-step installation procedure :

(L) CONTEG Pro Server 15.1.11 Setup — >

CONTEG Pro Server 15.1.11

Setup will guide you through the installation of CONTES Pro
Server 15,1.11,

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue,

Start the installer. After its contents has been verified, click Next to continue.
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(&) COMNTEG Pro Server 15.1.11 Setup — x
License Agreement = -_}
Please review the license terms before installing CONTEG Pro Server 151,11, i )

Press Page Down to see the rest of the agreement.

Fnd-User License Agreement ("EULA") ~

Conteg End-User License Agreement ("EULA") is a legal agreement between you
(either an individual or a single entity) and Conteg. for the Conteg software
product(s) identified above which may include associated software
components, media, printed materials, and "online” or electronic
documentation ("SOFTWARE PRODUCT"). By installing, copying, or otherwise
using the SOFTWARE PRODUCT, you agree to be bound by the terms of this
EULA. This license agreement represents the entire agreement concerning the

W

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install COMTEG Pro Server 15.1.11.

< Back Cancel

Read the EULA carefull ylAgreevd accept it by clicki
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@
Choose Components w "_I{
Choose which features of CONTEG Pro Server 15, 1. 11 you want to install, i [

Select components to install: CONTEG Fro Server
[] windows MNotifications

Space reguired: 385.8MB

< Back Mext = Cancel

Choose which CPS components you would like to install on this computer:

U CONTEG Pro Server: only installs the HTML5 components

U Client only: only the Windows CONTEG Pro Client components will be installed
Nor mal | y vy ou irtallithisttliem as éhd HTMb interface can be accessed remotely
from a web browser, but this is still provided for compatibility (see below for more details).

1. Install Server with Client - same as in earlier CPS versions, and you can manage CPS locally with
both the Windows client and the HTML5 Ul (available until 13.4.1634 release)
After the 13.4.1634 release, the CONTEG Pro Server only installs the HTML5 components.

2. Install Windows Client only - same as in earlier CPS versions, and you can manage CPS locally
with both the Windows client and the HTML5 Ul

3. Access the Server from web browser from another device (mobile or desktop) -y ou dondét ne
installanything on your device, just open the Serveros L

Click on Next to continue.
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(&) CONTEG Pro Server 13.1.11 Setup — =
Administrater Password " ‘_f
Please enter a password for the administrator. b )

Administrator Password | s |

Confirm Password | |

< Back Cancel

Provide an administrator password for the main CPS user (admin). Be sure to keep it in a secure
place.

Youol I need to specify the admin mdmnuseopasswordwit n e
be reset, so you should be using the same password if you intend to keep it.

In case you forgot this password, you could still gain access to the server:

U By using the Windows CONTEG Pro Clientt hat 6s i nstalled on the se

the Al ocal machined option (more about this b
U By reinstalling/upgrading CPS; youdl | be pr o pgsiwerdagdingas shbvine a d m
here

Click on Next to continue.

-10 -
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(&) COMNTEG Pro Server 131,11 Setup — *
Please enter server port. ! Jﬁ-}
Server Port |Em |
HTTPPort | 8080 |
HTTPS Port | 8081 |
= Back Cancel
| f youodre install heirgtallerhid ask yod for sesverporte r , t hen t
The Windows client installation does ncomponerd.e d

Ports configuration required for:

i CPS HTML Web Ul (HTTP, HTTPS): you can access by https://127.0.0.1:8081
U CPS RPC server port (which is used by the monitored devices to communicate with CPS)

Click on Next to continue.
If there are no port conflicts, the installer will proceed to the next step.

However, if some ports are in use, the installer will notify you about the port conflict and you cannot
proceed until you resolve the issue by changing the problematic port or ports (see below).

-11 -
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You will need to change the port numbers if the ports are in use by other applications eg. Oracle
database server Web UIl. The installer will check and notify you if some ports are in use:

Server Port 5000
(L) Pro Server13.01355 ... |
HTTP Port 8080
S oo 0 HTTP Port is busy.

< Back [ Next> Cancel

This message indicates that another application is using this port.

You can either manually change this port for the CPS-HTML interface or either stop that 3rd party
application to use this port.

A way to figure out which application are using a specific port is to open CMD prompt terminal (as
administrator) and run the following command:

netstat -abno| findstr 8081

Where you should replace 8081 by the problematic port number.

In the results, the last row is the process ID (PID)of t he pr ogr am t hyaucanshemu si n
open the Windows Task Manager and search forthisPIDt o f i nd t he executabl e

On Linux based CPS run the following: netstat - abno | grep - e 8081 -Al

Importan t Note: You wil need to ensure that your firewall, security, or antivirus software is not
blocking these ports noted above, or again that any other application running on the computer is not
using these ports, for example Skype which can run on port 8080, etc.

Proceed with the installation when all port conflicts are resolved.

-12 -
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() CONTEG Pro Server 13.1.11 Setup - >

S5L Web Server Certificate w
Please select an 551 Certificate option, i

(®) Default S5L Certificate

() select S5L Certificate

< Back Cancel

On newer CPS versions, the installer also includes a step to select the SSL certificate for the CPS
HTML WebUI.

The default certificate is self-signed, so it will produce security warnings in all web browsers.

Note: the SSL connection is still safe and secure with the self-signed certificate, only the web browser
is not trusting it. Alternatively you can select to upload a custom certificate. The file has to be in PEM
format; see the SSL section in this manual for more information.

Browser Connections & Log in Issues

Please note that currently the only supported browsers are Google Chrome and Mozilla Firefox. With
other unsupported browsers, the Web Ul might not load correctly.

Impoartant Note: All of the newer versions (from 2020 on) of the third party web browsers, including
Chrome will evetually include new security restrictions that will affect your connections to all of our
units and also our CONTEG Pro Server web interface.

You have two options to avoid the browser connection issues when connecting to our web interfaces.
The first is to simply use HTTP and not HTTPS.

The second is to replace or upload your own HTTPS certificate and adding this certificate to your
trusted certificate lists within the browser. You should consult with your network administrator or
sytem adminitrator for further assistance with this second option. Please also see the manual in the
Al | Manuals section | abel edCORTE@Gdr adu&esuoity

-13 -
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i) CONTEG Pro Server 15.1.11 Setup — >
Please select database type you want to use, i e

(®) Internal Databaze

() External RDBMS

Windows Authentication

= Back Cancel

Select between the internal or an external database for CPS.
The internal database is a SQLite type database, suitable for smaller organizations.

These hard limits are defined for the database:

1 Maximum number of users: 20000
1 Maximum number of groups: 1024
1 Max. number of different access schedules (time schedules when a user or group of users are
allowed to access a door, by default 6 schedules are defined): 256
The internal SQLi t e dat ab as external database sener, chapsetthis. | f

Click on Next to continue.

-14 -
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(&) CONTEG Pro Server 13.1.11 Setup — =
Please select database type you want to use, L )

() Internal Database

(®) External RDBMS

RDBEMS Mame =
0
Server Mame ORACLE

Windows Authentication

< Back Cancel

External dabases offer better performance and flexibility, when the database would hold lots of
records.

If you intend to use up to or exceed the limitations of the internal database, you have to use an
external database.

If you choose to use external database, it has to be installed and configured prior installing CPS.
The external database communicator uses standard ODBC connectors.

You can get more information about using MS SQL Server as an external database in its own
separate manual.

Depending on the features of your database server, you could use Windows Authentication (same
username and password as the user running CPS), or specify alternate credentials.

Note: Migration / porting from the internal (SQLite) database format to an external database format is
possible. We have a separate manual describing this process; please contact support.

Click on Next to continue.

-15-
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i) CONTEG Pro Server 13.1.11 Setup — >
Choose Install Location " :-_}
Choose the folder in which to install CONTEG Pro Server 15.1.11, ¥ )

Setup will install CONTES Pro Server 15.1.11 in the following folder. To install in a different
folder, dick Browse and select another folder. Clid: Install to start the installation.

Destination Folder

rogram Files (x86) COMTEG Pro Server Browse...

Space reguired: 385.8MB
Space available: 552, 3MB

< Back Install Cancel

Choose the installation directory.

That s all the i nf or m@PsS;peessthe lastpli buttom th begin copyingitlsetiilas! | i
and creating the database.

-16 -
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l:g_} COMTEG Pro Server 13.1.11 Setup —

Installing " *_j
Please wait while CONTEG Pro Server 15, 1,11 is being installed. ! )

Stopping CONTEG Pro Server..

Show details

fms]
]
)
=
o
ad
(]
il
(]
il

The installer will stop any previously running CPS services upon an upgrade, and begin copying the
files to the server.

You may press the Show details button for a detailed view of the installation process:

-17 -
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@ COMTEG Pro Server 15,111 Setup

Installing

Flease wait while CONTEG Pro Server 15.1,11 is being installed.

Extract: rmi.dll... 100%

Extract:
Extract:
Extract:
Extract:
Extract:
Extract:
Extract:
Extract:
Extract:
Extract:

lems.dll... 100%:
management.dll... 100%:
management_agent.dll... 100%:
management_ext.dll,.. 100%
miib_image.dl... 100%%
msvcpl140.dl,.. 100%G

net.dll... 100%

nio.dll... 100%:

prefs.dl... 100%:

rmi.dll... 100%:

< Back

Mext = Cancel

-18 -
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Installation Complete

CONTEG Pro Server 15,1,11 has been installed on your
computer.

CONTEG Pro Server has been copied into folder C:'\Program
Files (x86)\COMTEGN\COMTERS Pro Server,

Click Finish to dose this wizard.

When the installation has been finished, press the Finish button.

Now you can start the HTML interface with a web browser to log in to the newly installed server (see
below).

-19 -
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3. HTMLS5 interface

There is a built-in web server (HTML Ul) in CPS from v13 which provides access to the CPS

management without installing a separate CPS Windows client program.

You just need an HTML5 compatible web browser running on any device (mobile or desktop) to be

able to manage your CPSi nst al |l ati on, just open the Serverds

Very important note: the HTML Ul is designed for Google Chrome and Firefox only (no Safari, Edge

or MS IE browsers), and we only supportthese. You 6l | get a warning popuj
an unsupported browser. Some features might not work correctly with an unsupported HTML5

compatible browser, such as MS Edge.

Features

Most CPS features (98%) are also on the HMTL5 Ul, and configuring them matches the Windows

client (wx). Changing a setting, adding an action or sensor etc. will also appear in the Windows client
(and vice versa).

You can view the changes made in the Event Logs
who made the change.

There are some HTML Ul-only settings that are only accessible from the HTML5 Ul, such as

Language (for HTML display language) and Services (where you can change web server ports).

Workspaces & Desktops

All your workspaces, desktops, user settings and configurations are stored on the CPS server and
changing your device or browser will have no eff
anywhere (provided that you log in with the same user) using either the Windows client or HTML UI.

When first upgrading from the CPS v12 to the v13 and then using the HTML5 browser to log into the

CPS server the devices, access control, users and notifications will be present, however the

workspaces and desktops will be blank or empty and you will need to create these again.

Please note: a desktop or workspace configured in the Windows (wx) client is not compatible with the
HTML5 interface (and vice versa), forthaeddiferéntchest€8 d t o

See below in this manual for more information on the Workspaces and Desktops features.

-20-
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Login to HTML5 UI

After setup completes, you can log in to the server by using the HTML Ul with a web browser.

To |l og in, point your br ows erThe defaultpoets ases3080 @ITT€®)s | P
and 8081 (HTTPS).

I f itds the | ocal ma tps:/AZ70.0.¥8&8 can use this |ink

You need to change t he | PCP3&mrdotely.sar exanple yo@aacagss GPS anc ¢ e
10.1.1.121 IP address open: http://10.1.1.121:8080

Note: By default the HTTP is disabled on the HTMLS5 log in so it will be re-directed to the HTTPS link:
https://10.1.1.121:8081 This can be changed in the Server Settings >> Services page.

A Not secure | kitps//127.0.0.1:8081/app.html#/event/al

A

Your connection is not private

Attackers might be trying to steal your information from 127.0.0.1 (for example,
passwords, messages, or credit cards). Learn mare
MET:ERR_CERT_AUTHORITY_INVALID

] Automatically send some system information and page content to Google to help detect

dangercus apps and sites. Privacy policy

HIDE ADVANCED Back to safety

This server could not prove that it is 127.0.0.1; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker
intercepting your connection.

Proceed to 127.0.0.1 {unsafe)

Confirm the SSLwarningoradd t he site as a security -ireselfesigned i on,
certificate by default.

You can change this certificate during setup, or in the settings after logging in (see below at the

Server Settings / Services section in this manual).

-21 -
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Wait until the logon prompt appears. This could take some time on slow connections to a remote
server.

CONTEGPI’OSerVer Youol |l need to sign in fir

as the database doesnoét h a

accounts yet.
admin

LOG IN

Copyright 2021 | CONTEG | All Rights Reserved

The password for Admin user is the one you specified during setup at this step:

@ COMTEG Pre Server 13.1.11 Setup — ¥
Administrator Password w
Please enter a password for the administrator, :\%

Administrator Password | sesl |

Confirm Password | |

< Back || Mext = Il Cancel

-22.
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Tutorial and Demo

After | ogging in successfully, the HTML Ul
main CPS features:

Welcome to CONTEG Pro Server

CONTEG Pro Server is a centralised management
platform, combining environmental and security
monitoring, access control and video recording.

SLAU Next 1/10

You can dismiss the demo by clicking on Skip All or continue to preview the features with Next.

| oads

Demo Host s: One host with a virtual camera and the Demo Data Center desktop with a Demo Map

and Rack Map, and a Demo Generator is added for this demonstration purpose.

You can manually remove all demo devices when you start using CPS, but you may keep them for

checking specific settings described in this manual.

The Tutorial canbere-r un from t he Help & Suppo

Help & Support A~ . . .
o P bp dismissed it.

O License In addition, the Tutorial will run again for different CPS features when you
start using them the first time, ex. it will run when you first click on the

Mo Send To Support .
= PP Actions menu.

Run Tutorial

About

-23 -
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Unit and sensors management

= EP"T=[" CONTEG Pro Server

DEVICES 'WORKSPACE MAPS

4) Workspace > @ New Desktop ~ °

Q Daoor Port 1 (Host 192.168.0.100) H 4 Temperature front (bottom) Port 2 (Host 192.1 H o oxX

© AddDevice Q Scan Network

() CONTEG Pro Server

2 RAMOS Optimax GSM
(192.168.0.100)

Host Status

26°C
Normal

B Module 0- 4x Sensor Ports

. Reader Port 1 (Host 192.168.0.100) HEE S 4 Humidity front (middle) Port 2 (Host 192 c & oI X
Differential Temp (bottom) Port 2 3
@ Lie From: 03/01/2022 10:32:44
Differential Temp (middle) Port 2§ To: 03/01/202211:32.44
37y
Differential Temp (top) Port 2
Door Port 1 204
10+
10:32 11:02 11:32
Reader Port 1
Playback Video with Sensors [ 2}

Bel ow wedl |l give a ¢andseksoronamagemeantdasks.ée beldwen thisn i t
manual for information about how to add your units to the console.

Note: by default the standard workspace (New Desktop) is empty and you need to drag and drop
sensors on it to display them.

&= RAMOS Optimax GSM To manage a -ConneCted -Unl-tOS
L=ty show the sensors. The available sensors and options will vary

depending on the unit type.
The Host Status is always available for every connected unit or camera.

sensor

Host Status
B Module 0 - 4x Sensor Ports

Differential Temp (bottom) Port 2 3 .
Click on the configuration menu button * directly next to the right of a
sensor or host name to access its popup menu (see below for more

information).

Differential Temp (middle) Part 2
Differential Temp (top) Port 2

Door Port 1

Reader Port 1

Important note: the RAMOS virtual sensors cannot be managed using the CPS HTML interface.
Youbll be redirected to the specific unit to set
readings and statuses, place gadgets on Desktops etc. just the management needs to be done on the

unit itself where the sensor is used.

=24 -
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When you drag and drop a unit on the Desktop, a Sensors Information window will be shown with its
sensors. From here you can do the following:

Workspace > Summary ~
System Name (System Location) X Hostlog#1
A Unit Mame Value Status Q
SPX+ ' DaterTime
Module 0-4x S .
= o O_ uie § - 4 sensor Temperature Port 1 26.5°C m : #8
orts /03/2018
-] gdcdule] I-C‘)?Gx Dry Dry Contact Port 1 m ¢ 15/03/2018
ontacts 15/03/2018
Virtual Sensors
15/03/2018
CCU (0D00003
( 7 15/03/2018
Forced
B ccuiz Cabinet Door Port 1 3 | 15/03/208

-
-

Click on the configuration menu button * directly next to the right of a sensor to access its popup

menu.
Directly acknowledge a s e n s o r, amsl pus theasénsos offline .
Acknowledge Open the segaweo(fdasd@evin) an dlogtwindow.s e n s
Switch To » . . ) ) . ) .
Open Gauge Gﬂugle Switch To menu: with this option you can quickly ch.ange the displayed
openLog raph gadget to another type and then back. For example, if you have a log
5 Log view open but you quickly need to check the graph of the sensor.
pen Graph

Enable Graph
Get SNMP OID: you can directly display the OID table of the sensor (if

it supports SNMP addressing).

Get SNMF OID

Settings

Control the relay-type sensors with the Sensor Control menu.
On

Off
Toggle Off-On
Toggle On-Off

Acknowledge

Switch To » t
Open Gauge , . Enable/disable graph data collection per sensor (if they support it), and display the
Open Log graph display window on the current Desktop.
f . .
Open Graph We 61 | explain the Graph feature in more

Enable Graph

Settings

-25-
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Graph feature

After youdbdbve ena
of the stored data: hourly/daily/weekly/monthly and custom display interval.
You can also export the recorded data in multiple formats, and display multiple graphs in one view.

Il n t hi

less data.

1 06:00

Save As PNG
Save As SVG
Save As CSV
Save As JSON

s exampl e

|:| 1 Hour
1 Day
O 1 week
|:| 1 Month
|:| Custom

Multiple Graphs

Filter
Disable Graph
Copy Graph

Export

bl ed

t he dat a c o lidplaycspecific imefintervalsa s

0L 3018 030500 El'i'.‘*a

Temperatore Port 1 5

Jan G8 03:00 D600 00 12:00

pi ctpdrag, twed v e mpleosadurteo skinsor 6s
You could also resize the graph window (including full screen) and move the scale to display more or

53

You can choose to export the graph data in selected
formats by clicking thenghtt he ¢
then by choosing the desired format from the popup

menu.

The file will be downloaded automatically and
assigned a file name that wi
name, IP address of the unit, and the date and time.

-26-
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The graph is always a Live Graph and the data collection period is nearly infinite (approximately 1
year) as it is stored in the CPS database.
You may also refresh the graph data manually with the refresh button on the right.

Multiple graphs

e i o X If you want to view multiple sensor graphs, first you need to Enable Graph for
P it o Gouge a sensor that supports graphingVidwr om t
Graph to display the first graph. The data collection will run in the background
even i f you donwt display the grap

Switch to Log

After the graph has been opened, choose Multiple Graphs from the popup

I 1 Hour
552 O 1 Day menu as shown.
[ 1 Week Youdl!l then be asked to select the oth
O 1 Month one view.
|:| Custom

Multiple Graphs

Filter
Disable Graph
Copy Graph

Export »

Background Color

Forexamplewe 61 I choose to dis
Select sensors e . .
temperature and humidity in one view from this
Q list.

Temperature Port 1

Virtual Sensors Port 1

O O o

Temperature Port 3
[J Temperature Port 5

~ System Name 185 (10.1.1.185)

~  Main board

Dual Humidity Port 2
Dual Temperature Port 2
[J Dual Humidity Port 3
O

Dual Temperature Port 3

UNSELECT ALL CANCEL OK
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The second graph will be shown together with the first graph:

Dual Temperature Port 2 (Host 10.1.1.185), Dual Humidity Port 2 (Host 10.1.1.185) c @ I X

From: 19/06/20719 15:09:46

. Live To: 19/06/2019 16:09:46
65 19/06/2019 15:19:00 ’
|
. | Dual Temperature Port 2 | J— ||| — y I
46 T Mormal 28 *C Bl e Ik ,-”"-i R o —
Dual Humidity Port 2
— s MHormal 55.3 % - A — _
264 ; ; i T i
15:09 15:21 15:33 15:45 15:57 16:09
-o- Dual Temperature Port 2 -o- Dual Hllr'l'lidit}f Port 2
o
have a solid col

Unlike a single graph, the multiple viewsw o n 6 t
This is required to be able to see multiple graph lines.

-28 -
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Expansion Units

If you have a device with an expansion unit connected and sensors on the expansion board, they will
be also listed under the Sensors list.

If you have a BEX unit, please refer to that separate manual titted RAMOS OPTIMAX BEX Units.
BEX units are NOT supported on the RAMOS PLUS, only on the RAMOS OPTIMAX units. EX-18 &
EX-016 expansion units are supported on RAMOS Optimax and Ultra devices.

= codNVES 4 Workspace > @ Summary ~ oe

DEVICES WORKSPACE MAPS RAMOS Optimax GSM (Demo) HHE 4

A Unit 1 Name Value Status

Q RAMOS OptimaX

. Module 0 - 4x S .
= agn{?gsoénlnggxesm = P;’nge X sensor Differential Temp (bottom) Port 2 1.7°C :

Module 0-4x S
odule Xoensor Differential Temp (middle) Port2  -0.6°C L itical :

Main Unit Ports
B RDU13 : Poris Differential Temp (top) Port 2 29°C

Module 0 - 4x Sensor
Module 0 - 4x Sensor

Cabinet Door Port 1 : Ports Door Port 1 Closed
Module 0-4x S
Pc())rt: © xoenser Humidity front (middle) Port 2 33% Low Warning
Module 0-4x S
Pc?rt: ‘ 1oensor Humidity rear (middle) Port 2 32% Low Warning
Module 0 - 4x Sensor Reader Port | JRS—
Ports
2:1:,?:'6 0 - 4x Sensor ;emperature front (bottom) Port 25.6°C —

Module 0 - 4x Sensor
- Temperature front (middle) Port 2 257 °C HE &

In the picture above we have a RDU (Rack Door Unit) connected as an expansion board, with an
additional Temperature Sensor connected to one of its ports.

The unitds name (listed as System Name) can be

-29 -
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4. Adding client units and devices to CPS
Adding CONTEG device

Before adding a unit to the CPS console, ensure that the Server Integration option is enabled in the
IntelligentRamosu ni t 6 s We IBystdhpagen. t he

I f you dondt enabl e this o@RSapan CONTEGdewce.i t cannot

Click on the Add Device button to begin:

@ CONTEG Pro Server X  +

<« C Y @ 127.0.0.1:8080/app.htmli#/manitoring

Add Device
What do you want to add?

CONTEG Device
RAMOS Device
IP Camera

Network Device

Template Device

Virtual Sensor

This step will be the same for all device types.

For Intelligent Ramos units choose RAMOS Device from the list.
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Add new CONTEG device

administrator

Configure automated desktop setup

Configure Rack Map Now

Advanced Options

To add an CONTEG unit to the CPS console:

-Type in the unités | P or host name
- User name: administrator
-SNMP Write Community: if you hadefnddl tc hiasngfemubIti

Then click on the Add button. If there were no errors, the unit will be added to the CPS console.

. Advanced Options

5000

In case the SNMP and RPC ports are changed on the unit, you can also adjust them under the
Advanced Options during adding.
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Important note: if your Intelligent Ramos device was already added to another CPS, a confirmation
popup will appear asking if you still wish to proceed to add the given host. If you do so, the unit will
become disabled on the previous CPS that it was added to, and become active on this CPS.

Confirmation

This host is currently connected to another server Do you still wish to add this host?

CANCEL OK

| f you enab Canfigurdy automgted iRack Mdp setupo, t hen t he Rack
start after the unit has been added (see below for Rack Map settings).

Wi t h Conffigeire édutomated Desktopsetup 0 opwhem, youbre adding a
CPS will create a new Desktop for the unit with relevant gadgets and graphs already pre-selected for
you (you will have the choice to select the desktop layout from a list):

Host Status i
Main board i
- 1
Door Port 2 i Host Status H
Reader Port 2 : Main board
. . Door Port 2

Relay Port 3 : Acknowledge
Reader Port 2

Temperature Port 1 : Open Gauge
Relay Port 3

Offline

Internal Board
Temperature Port 1
Settings

Virtual Sensors

Internal Board

Af t er t h e izationihas 6nshed, you tan seé¢ the its connected sensors, similar to the view of
the Summary page onthe u n i Web Bl.

You can click on the 3 dots menu on the unit and select Settings for configuring the sensors on it.

Dependingonthesensort ype, youol | get di ff er ¥outmayoqviewaa n s
earlier section of this manual for more details about unit and sensors management in general.
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Add IP camera

Add new IP camera

Hostname or IP

administrator

[0 Anonymous login

ONVIF

ONVIF Compatible

Advanced Options

CANCEL

Add the camera to the CPS console this way:

-Type in theorbogstmemeads | P

-User name: this will depend on the brand and moc
-Choose your camer ads br ardwnbsts(eemaove! from the dr

A

| f necessary, you can change the connectionb6s po

. Advanced Options

80
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IMPORTANT NOTICE: Please take note the following information regarding the 3rd party IP camera
support policy on our CONTEG Pro Server Software.

Unless the IP camera was purchased from CONTEG, or the make and model of the IP camera is
listed below, then they will not be supported and cannot be added to the server software.

Moreover, CONTEG highly suggests you or your end customer first test any IP camera(s) to insure
they can be successfully added to our server software before purchase, or committing them to an
installation project. A maximum of 25 x IP_cameras are supported per CPS installation.

The following IP cameras have been tested and confirmed to be supported on the CONTEG Pro
Server Software:

# Axis - M3044-V
# HIKvision - DS-2CD2125FWD-I
# AVTech - AVM328A

When adding the Axis or the HIKvision IP cameras to the CPS software there are specific instructions
for these, so please contact CONTEG support for these manuals.

B AVTECH'S AVM328A After clicking on the Add button, your camera will be then

(OARREY) added to the CPS console and you can view its status.
Some cameras have adjustable options, which could be
reached from their options popup menu.

Host Status

You can then drag and drop the camera to a Desktop to
view the live feed of the camera (adjust the gadget window if
necessary), and start to configure Recording Policies (see
below in this manual):

AWVTECH's AVM328A

MAPS € Workspace > viD~ @

AVTECH's AVM328A H x

Network

)

Testing #
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Add Network Device

Add new network device

Hostname or IP

161

CANCEL

Any device connected to your network with an IP address could be added to CPS as a network
device.

If your device supports SNMP monitoring (for example managed network switches) you could
optionally create SNMP Virtual Sensors to monitor its status.

This feature is optional, and your Network Device unit will still be addedto CPSi f y ou
SNMP options.

B Network Device (10.1.1.23)

Host Status :

The host status is monitored by ping requests.

-35-
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Add Virtual Sensor

Add new Virtual Sensor

CONTEG Pro Server

SNMP Get
SNMP Get CPS supports many dlffe[ent types of Virtual Sensors.
These doesnbét need to be ugPSt sp
Custom Script computer itself; you only need to choose the client unit which
y 0 u 0 dtheNV$ th lee attachedt o, from t he #@#Sel e
Modbus TCP down list.
Virtual Ping
Multiple Sensors
Logic
Energy Cost
PUE Sensor
Dew Point Sensor
Important: Thi s feature is |icensed separately, so if

purchase additional licenses.

Each VS supports a wide range of configuration options.

The Virtual Sensors feature is more detailed below in this manual.
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Scan Network

Scan Network

CONTEG Devices

192.168.11.*

You can also scan the network for devices that you wish to add to CPS.
Click on the Scan Network link on the Monitoring page to begin.

Select the Device Type from the drop-down menu that you wish to scan for, and the IP range.
CONTEG Devices

Cameras

Network Devices

The Network Scan will automatically find the device types you select, from the IP address specified.
The currently used IP range will be auto-detected but you can define a custom range if necessary
(note however that the CPS machine must be able to reach this network).
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Scan Network

CONTEG Devices

192.168.161 *

Scanning. 2 devices found. (60%)

192.168.161.236

RAMOS OPTIMA (RAMOS Optima (DEMO))

192.168.161.237

AMOS ULTRA (RAMOS ULTRA DEMO)

CLOSE STOP

During scanning itds possible to stop the scan i
CPS will list all found devices in a list, and you can add a device by clicking on the orange + icon.

From hereitwillaskfort he wuni t 6s us er nthemsameavayds ypuiawoddvaddritd ,
manually.
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5. Managing Desktops and MAPS

The new CONTEG Pro Server6 s H T Mha$s thelWorkspaces feature.

With this you can manage and view different Desktop layouts in a quick and easy way, create multiple
custom Desktops as well as select from pre-defined layouts with placeholders for displaying your
sensor gauges, logs etc.

To enter into the Workspace mode, click on the Workspace tab while on the Monitoring page:

r \L _I .
SONI=EG 4 Workspace > @ -
DEVICES WORKSPACE MAPS

Q
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Important Notes on custom desktops

On CPS the custom Desktops that are created are stored in the CPS data folders on the server
computer. Each user can have their own layout and preferences, which will appear the same if logged
in from another device or even a different browser. In other words, the Workspaces are fully portable
(per user).

Note: The Desktops and any changes made to them are saved when the user logs out.

Generating a backup file from the Backup & Restore menu will also contain the custom desktops.

Without generating a full backup file, you could also export and then import the desktop configuration.
The configuration files will be saved as JSON files.

You can click the Export / Import command on a Desktop to save/reload it individually:

- — ,
SONVE@ &) Workspace > @ -
DEVICES WORKSPACE MAPS

Q

1 Import to Current Folder
a Export From Current Folder

— Send Current Folder to...

If necessary, you could also make manual backups.
On the server computer, the Workspaces and Desktops are stored under this (hidden) folder:

C:\ProgramData \CONTEG\CONTEG Pro Server \Workspaces
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Managing Desktops

Navigation

B coviza

DEVICES WORKSPACE

Q

o Add Desktop

Add Folder
Folderl

E] New Desktop

] test

4) Workspace > @ New Desktop ~ o

MAPS

< Previous Desktop

[=]  New Desktop

] test

You can manually change between Desktops using the arrow menu, or by directly clicking on the
desired Desktop if they are stacked under a folder.

4€) Workspace > @ New Desktop ~ o

With this
the screenshot below:

button,

-41 -
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® Workspace > @ New Desktop ~ e

Door Port 1 (Host 192.168.0.100) Pl X Temperature front (bottom) Port 2 (Host 192.168.0.100) 5 B3 83
-55.0
25.4°C
Normal
r) |
Reader Port 1 (Host 192.168.0.100) L 2 Humidity front (middle) Port 2 (Host 192.168.0. 100) @ 1 1 %
. Li From: 03/01/2022 13:27:47
ve To: 03/01/2022 14:27-47
355
3475 f
o YRR m
3325 L SRR B S S -
32.5+ T T T 1
13:27 13:42 13:57 1412 14:27

Click it again to go back to the full view.
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Common options

= P ""T=[- CONTEG Pro Server

DEVICES ~ WORKSPACE MAPS 4 Workspace > New Desktop ~ o

Q search Door Port 1 (Host 192.168.0.100) D4 Temperature front (bottom) Port 2 (Host192.1.. ¢ 11 X

@ Add Desktop Add Folder

|:| Maps

New Desktop Rename 950

N

Normal
ormal
Move 10...
> Sl st 192.168.0.100) : 7 X Humidity front (middle) Port 2 (Host 192... : a X
R o g
are to...
35.54
B Export 34.75
Unreachable 34+
_ 33.254
B Delee S -
13:28 13:58 14:28
On each Desktop and Folder item, you have these common options:
Rename, Move, Export and Delete.
Move is useful if youbve created multiple folder

With the Send to option, you can distribute your workspaces to other users. This is particularly useful
when you pre-create a desktop with gadgets, then send this desktop to any other (possibly more
restricted) users who should get a pre-configured desktop.

On Desktops you also get an option to Use as Default , so that it will be open by default after you log
in.

For each Workspace there is a status icon before their name:

Workspace > @ 111 ~

With this status icon ités easy to see i f the gqgi
on it. It will be green if all sensors are in normal state and red if a status reading became critical.
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Folders

Add Folder

Enter a folder name

CANCEL

You can add Folders to arrange your desktops into a hierarchical view.

DEVICES ~ WORKSPACE ~ MAPS « DEVICES ~ WORKSPACE MAPS €«
Q, search
Q Search
@ Add Desktop Add Folder

© Add Desktop Add Folder

Folder1
t Workspace > Folderl

() Maps

=

New Desktop

After created, you can simply drag and drop your Desktops under the folder, or use the Move menu.
The folder structure will also display on the Desktop selector menu on top:

&) Workspace > Folder1 > 112~ o
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Desktops

You can add new Desktops where you can customize the layout to place any sensor gadget, logs,
graphs etc. on the screen.

€] Workspace > Summary °

There are two ways to add a new desktop. The first is by creating a blank desktop using the Add
Desktop link under the Workspace tab:

Add Desktop

Enter a deskiop name

Steve’s Desktop

Name the new desktop and click the Add button.

It will appear in the Workspace menu list.

Q
Add Desktop Add Folder

t Workspace » Steve's Deskiop

[Z]  steve's Desktop
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In addition to the simple blank desktop, the second way to add a new desktop is via pre-defined
Desktop Layouts. You could choose one that best suits your monitoring needs to drag and drop your
sensor gadgets.

Use the plus button at the top of the page and select the layout for your new desktop:

Summary @

+ Add Desktop

Log #1

3
orts perature Port”

141 D3/2018 08:38

1+1+2
1perature Port:
1+1+4

12/2018 08-38
3/2018 08:38

1+2

ntacts 10 )
145 Wperature Port

259078 N2-28
AUl e Ud a0

1+7

2x2 perature Port

%3 03/2018 08:38
248

perature Port .

3x3
& H *

4x4

03/2018 08:31:2
03/2018 09:32:26 55

Y Show =l

Note: on Windows CPS versions, you can also get a small preview picture of each layout if you hover
the mouse over them (without clicking).

Q Alternatively you can click on the Add Layout link to select from
layouts

Add Desktop
IfR Add Layout

Add Folder

Folder1

]  summary
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Depending on the selected type, the empty desktop will usually have placeholders similar to this:

= EP"T=[> CONTEG Pro Server

DEVICES WORKSPACE MAPS

Q search

@ Add Desktop [ Add Folder
1_ Workspace > Folderl

(] Maps

(I New Desktop

= Steve's Desktop

4 Workspace > Folderl > @ Steve's Desktop ~ a

As an example below, wedve selec
Then you can drag and drop sensors, logs and graphs on the layout:

= P “T=[- CONTEG Pro Server

ted t

he 1+1+

2

DEVICES WORKSPACE MAPS

Q, Search

© AddDevice O, Scan Network

] CONTEG Pro Server

2= RAMOS Optimax GSM
(192.168.0.100)

Host Status
B Main Unit
B Module 0 - 4x Sensor Ports

Differential Temp (bottom)
Port2

Differential Temp (middle)
Port 2

Differential Temp (top) Port
2

Door Port 1

Humidity front (middle) Port
2

Playback Video with Sensors .

Bel ow weol

4) Workspace > Folderl > @ Steve's Deskiop ~ e

Temperature front (bottom) Port 2 (Host 192.168.0.100), Temperature front (middle) Port 2 (Host 192.168.0.100), .. & 3 ©1

X Summary #2

2 & I X

. Live From: 03/01/202213:39:15 Sensor Host Value Staws
To: 03/01/2022 14:39.15
. _I?éf:remlal RAMOS
(bott‘:)m) OptimaxGSM Low Critical
— AN, 192.168.0.100
h . Port 2 ( )
— Differential
\ B Temp Dptme o -
fmiddley pary OPIIMax GSM o~ Low Critical
26.5 Door Port 1 (Host 192.168.0.100) HE &
5 T T T T T T 1
13:39 13:47 13:56 14:04 1413 14:22 14:30 14:39

-o- Temperature front (bottom) Port 2 -o- Temperature front (middle) Port 2 -o- Temperature front (top) Port 2

Humidity front (middle) Port 2 (Host 192.168.0.100)

c : o

X

. Li From: 03/01/2022 13:38:53
ve To: 03/01/2022 14:38:53
35.5- 7
N A R
33.25- v N4 v A\ £ N y: AAA .. 4 )\ A0\ £
13:38 1344 13:50 13:56 1202 14:08 1414 1220 12:26 1432

|l show you how you can
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Adding items to your custom desktop

= EM""T=[> CONTEG Pro Server

DEVICES ~ WORKSPACE MAPS 4) Workspace > Folderl > @ Steve's Deskiop ~ e

Q, search

$
© AddDevice O, Scan Network
L[] CONTEG Pro Server I m @
(192.168.0.100)
Host Status H

B Main Unit

B Module 0-4x Sensor Ports ~~ §
Differential Temp (bottom) ¢
Port2
Differential Temp (middle)

Port 2

Differential Temp (top) Port  §
2

Door Port 1 H o —

Humidity front (middle) Port §
2

Playback Video with Sensors .

To add items from the units that are connected to CPS, you will first need to click on the Devices tab
in the Navigation Tree as shown above, to show all added hosts with sensors.

Next expand your chosen host with the + button before its name, and simply drag and drop the items
you wish to add to your new desktop. This is also how you can add items to any other desktops.
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For example wedll add tthe®RAVOS @ptimax&EMRPoE2: Sensor

= EMP T =[> CONTEG Pro Server

Py

DEVICES ~ WORKSPACE MAPS 4 Workspace > Folder1 > @ Steve's Desktop ~ e

Q Search Temperature front (top) Port 2 (Host 192.168.0.100) 'Y

© Addbevice Q_ scan Network

Port 2 o o :_
Differential Temp (top) Port %
2
Door Port 1
Humidity front (middle) Port #
2
) -55.0 75.0
Humidity rear (middle) Port T
: 27.2°C " -
Reader Port 1 H NOl'mal
Temperature front (bottom)  #
Port2

Temperature front (middle)
Port 2.

Temperature front (top) Port §
2

Temperature rear (bottom) ~ # -

Playback Video with Sensors .
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Gadgets
On each sensor gadgetwindowy ou 61 | see a smal l button on the t
Temperature Port 1 (Host 10.1.1.185) i @x
= [P T=[" CONTEG Pro Server i i Lo
DG wGnE WS | € Workspace > Foderl > @ Steves Desiiop + () . » o » With this, you can maximize the
a - ©* gadget to fill the Workspace screen.

Click it again to go back to the
previous size.

The gadg &tdmenwcautd
provide specific commands (see
27.2°C below) in addition to standard menus.

N | .
o You can close any gadget with the X
button.
Temperature Port 1 (Host 10 ¢ =3 x  On the newer CPS releases the default Temperature Sensor gauge
is a new Thermometer type.
" " If you prefer,it 6s possi ble to use the statl
425 42.5 using the Switch Gauge menu (see below).
10 10
-22.5 -22.5
-55 -55
25.6 °C
Normal
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Acknowledge

_ For any Gadget youoll have t hg
SR Standard popup menu (to open, single click on the Gadget itself):
Open Graph Batt

aney 1  Acknowledge sensor status
Disable Graph Engine Temp. 1 Open Graph
. . i Disable Graph - when you add a sensor that can be
Settings Engine Runtime graphed, the graph is enabled by default
Fuel 1  Settings - opens the sensor settings
1 Switch Gauge - with this option you can change the
Power Meter gauge style between multiple formats, as seen on
Ol P the example screenshot on the left
il Pressure
Speed
Thermometer
Temperature Port Dry Conta.. §  [1 X Openi ng a -doapdpyeneduswill Btyou:
Switch to Log 1 Switch to Graph view
Switch to Graph 1 View sensor Iog
1 Change the gadmugeotots backg
Background Color (on newer CPS versions)
50.0 15-&0-\;
24.6°C ' If you change the gadget, you can switch back to gauge
Normal view again the same way using the menu.
Temperature Port Dry Contact Sensor Port 1 (Host ... § X

Choosing to change the background color will show the color
picker. Change to the desired color and click on the gadget
again to close the color picker.

If you wish to return to the default white background, just
= oossssessmm | Open the color picker again and select the white predefined
e T G L 5 R Y color from the list on the bottom.

Hex R G B

N ey N N N §
N oy N N
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Button Action and Light Status gadgets

&) Workspace > @111 ~ e L & X

On the top right corner of any Workspace you can find buttons to create Button Action and Light
Status gadgets.

Light Status

Add Light Status

Images

. - ! iﬂ = Hzf
Hz - £ W+ W

You can add a simple status LED icon with this gadget type.

By default the gadget will be empty and there are no configuration options for this
gadget type. To use it, youobll need to di
monitor the status for.

For example, drag and drop the Temperature Sensor on this gadget and it will show
the sensor status. You can only close this gadget; there are no configuration
options.
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Button Action

Add Button Action

Images

©c e
0=

With the Button Action gadgets you can place a button gadget on any Workspace and directly
execute the selected action(s) with it.

There are various button styles available, and the number of actions you can execute with them differ
between the button style. Usually you can toggle 1 or 2 actions in the on/off state of the button.

Choose your style and click OK. These buttons will appear on the currently opened Workspace.

ON

OFF

As an example, we use this button gadget with on/off states. Click on it once to bring up the Button
Action configuration window.
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Button Action

Select actions

Off Disable

on Disable

CREATE ACTION CANCEL 0K

Here you can configure the button gadget.

You can modify the Button Label to display any text for the 2 states the button can control (this could
be more or less states depending on the button style).

Then choose from the drop-down menu and select the Action that you wish to

Jeanke execute with each button state.

WindowsAletl 1 f you dond6t have any Actions yc&lickononly t
Custom Script Create Action to create new Actions. This will take you to the Actions page where

SMS Action 1 you can create your action.

FTP Upload 1 More about configuring the actions can be found below in this manual.

Modbus Action 1

= EP"T=[> CONTEG Pro Server

Actions

Notifications / Actions

a

Enable N Action Type /> Action Name

® % Relay Relay Action 1 o 0 DUPLICATE

After the first configuration, you can always reconfigure the gadget by right-clicking on it and selecting
Edit.
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Desktop Auto Scroll featu re

o Desktop Auto Scroll ’ I
+~ Disable

Desktop Layout 10 seconds

15 seconds
] 14

30 seconds
l:l T+1+2

1 minute
Q] T+1+4

2 minutes
] 12

5 minutes
[LH 145

10 minutes
LH 17

15 minutes
[4] 2x2

30 minutes
23

With this feature enabled, your desktop view will automatically switch between the created additional
desktops within the specified time interval.

4 Workspace > 112~ o

emperature Port 1

= 112
(]  Desk2

/ (L]  Summary !

You can also manually change between Desktops using the menu.
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Managing Rack M APS

RackMap

25 Cllﬁ

ﬁ’?b (4

Front Rear

256°Cwp

253 °Cuehy »28.1°C

The Rack Map feature is included in the CONTEG Pro
Server and has also been added to the RAMOS PLUS and
Optimax units. You can add a Rack Map as a graphical
representation of your server rack, and to display and
record the temperature of the airflow within your server
cabinets.

On CPS you can use the full features that are available for
the Rack Map; for example you can add devices and
assets.

DEVICES — WORKSPACE MAPS Click on the MAPS tab and the Add Rack Map link to add a Rack

Map.

Q
© AddMap == Add Rack Map

(o0 Add Asset

B Add Document

No Items
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Add Rack Map

Rack Map Name
HackMaﬂ

The Rack Map supports some new optional features:

1 Rack weight, maximum weight limit settings
1 Rack power consumption and maximum consumption limit settings (current)

With these options, you can set weight and power consumption for the rack itself, and a maximum for
any added devices and assets.
The current values will be computed automatically and display on top of the rack.

After created, you can drag and drop the Rack Map to a desktop or to an existing map (see at the
maps management section in this manual).
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You can add the following sensors as a gadget on a Rack Map:
Rack Assets

Temperature sensors

Swivel Handle Lock

Sensor Status Light

Power Meter

Dry Contact

Security Sensor

= =4 =8 8 -8 -5 -9

Simply drag and drop the desired sehetbwr from you

= EP'T=(- CONTEG Pro Server

DEVICES ~ WORKSPACE  MAPS 4 Workspace > Folderl > @ Maps ~ ° $ & I X

Q RackMap i ooox

0 Add Device  Q_ Scan Network i

() CONTEG Pro Server H= RackMap
o

Total Sensors:

&8 RAMOS Optimax GSM
(192.168.0.100)

Host Status H
Dual Temperature Por__

B Main Unit
E3 Module 0 - 4x Sensor Ports £ I—I

Front

= Rear

Dual Temperature Port 2

B Internal Sensors

Buzzer

[+] H
Playback Video with Sensors o e °

Additional 3 sensors can be dragged & dropped in the top right corner (only supported types):

Relay Port 3: Off
Dual Humidity Port 2:
Dual Temperature Po... 24.1 °C

ckMap

Sensors: 3
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@) Workspace > RackMap ~ e

RackMap

RackMap

Front

Rear

A0 O ik

Acknowledge

Disable Graph

Settings

Remove Sensor from Rack Map

RackMap

This example picture shows a Sensor Status Light added
to a Rack Map.

Please see the Thermal Map sensor manual for complete
installation & setup instructions for the Thermal Map
sensors.

After youbve added a sensor
access its sensor menu. The contents will vary depending
on the sensor type, for example you can directly control
Relay type sensors.

Common options are to manage graphing, sensor

settings, acknowledge status and to remove the sensor
from the Rack Map.
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Assets

Assets represent any other devices and equipment you have installed in the rack.
You can add any number of assets to your Rack Map.

= EP""T=" CONTEG Pro Server

DEVICES ~ WORKSPACE  MAPS 4 Workspace > Folderl > @ Maps ~ ° 32 & O X
a Rackhap 5 B s
© AddMap = Add Rack Map T

. Relay Port 3: 0ff
e Ad Dual Humidity Port 2: 30 %
B Adc Dual Temperature Po.. 24.7 °C

RackMap
Rack Maps Tore Sensors3

RackMap

Front Rear

Click on the Add Asset button under the MAPS tab to add an asset.

Another way to add an assetisbyright-c | i cki ng on the Rack Map, and c

Asseto. This way you dondt need t o edrindhg RagkiMhp dr o p
where you created it.
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Add Asset

GENERAL EQUIPMENT LOCATION MAINTENANCE

Link this asset with a sensor

e _m ' You can choose from many types of assets that would best describe the kind

Monitor of equipment you have (not all options are shown on the picture).

Houter

UPS The required fields are marked with a star * the other fields are optional (see
below).

Switch

PC

PC Equipment
Paich Panel
Others
Standalone Server
HCI Server

Blade Server

KVM Drawer

KVM Switch
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As an example, weodoll show a server room switchos
Add Asset
GENERAL EQUIPMENT LOCATION MAINTENANCE

* ServerRoomSwitch

* Switch 1 5
2 220
200 ServerRoomPDU

Thursday, 11 October 2018 12:16

Link this asset with a sensor

The asset name, type and size are mandatory options, but the rest are optional.

You can define the size (in rack units), weight and current consumption of the device (if any).
As the power source, you can usually describe the PDU or connector socket.
You can also set an installation date and time when it was installed in the rack.

On newer CPS versions, additional detailed information can be added in the other tabs (Equipment,
Location, Maintenance), but these fields are also optional.

@ Link this asset with a sensor You can also link the asset with a sensor, then youdll
to see t he samdreadimg® drecttybratheu s
Door (front) RackMap.

Demo Host

SELECT A SENSOR CREATE A SENSOR
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After you created the asset, it will appear under the MAPS tab.

DEVICES WORKSPACE MAPS
Q

@ AddMap == AddRack M
(o0 Add Asset

] RackMap
[0 CPS server

Now you can freely drag and drop it on a Rack Map.

RackMap X
RackMap
Current Load: 10 Amps
Weight: 5 kg
View History
Edit Asset
Front

Hemove Asset from Rack Map

You can remove an asset from the Rack Map by using its popup menu.
This wondét del ete the

-63-
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DEVICES WORKSPACE MAPS

Q

RackMap

(=0 CPS server

(I Server Room Switch

With every asset 0,seletsandexporttheam, and view ¢hd change tracking (see
below).

Asset ¢ hange tracking

A~  Module 0 - 4x Sen

=5} ServerRoomSwitch o View History
¥
Ve Edit
¥
[ ] Delete

Thereds also a change tracking feature for each
You can access it by clicking View History under its popup menu.
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ServerRoomSwitch
Q
«J» Date Asset Comments/Motes T User

No ltems

By default the list is empty. You can add an entry with the Add button.

ServerRoomSwitch

Asset Comments/Notes
Installation|

Then you can make your notes with your currently logged in user name.
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ServerRoomSwitch

J Date Asset Comments/MNotes User
03/08/2018 14:53:05 Installation Admin 6

The date and time will be fixed to the time when you added the notes, it cannot be changed.
You can delete any notes selectively, and add new ones.

Close the window with the Cancel button; your notes are already saved.
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Managing MAPS
You could visually monitor sensors placed on a map where you can view their details. You can easily

spot in a glance which sensor needs attention an
Bel ow we o6l | addhmap aru place dorae sensors on it.

Add Map

Select from an image

BROWSE ...

CANCEL

To add a map, click on the MAPS tab and click on the &AAdd Map 6link.

The Map Adding Wizard will then guide you through in adding an image as your map.

Enter a meaningful map name that will appear under the MAPS tab.

Next choose the Map Picture . There are 3 options to choose from; the default is to select from an
image file.

Map from an image

Cl i c kB rtohvebuwgtin to browse for a map image and a preview of the map will appear.
Only JPEG, GIF and BMP formats with a maximum size of 512kB are supported for upload.
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Add Map

Contained Cold Aisle|

Select from an image

BROWSE ...

Cl i c kA dtdbotton  close the wizard and add the map.
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Generate blank map

Generate blank map

CANCEL

AA484, 74| |74
Hex R G

I f you dondét have a map I mage ready for wupload,
Set its height and width, and choose the background color.

As an exampl eothwapdtypes. cr eat e b

In addition, a third Geographical Map type is available in CPS. See below for detalils.
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DEVICES WORKSPACE

Q

Contained Cold Aisle

Map1

Rackhap

Map1

RackMap

MAFS

& N3

In this screenshot you can see under the MAPS tab the
a d d &dntaimed Cold Aisled  mwitp the image, and the

O6Maplé

Open Map

Edit

Rename

Delete

-70 -
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Every map has its own menu where you
can Edit/Rename/Delete them.

If you click Open Map it will open the map
on the currently viewed Desktop.
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= CONTEG Pro Server

DEVICES ~ WORKSPACE  MAPS 4) Workspace > Folderl > @ Maps ~ °
Map1

Q, =earch

© AddMap == Add Rack Map
(50 Add Asset

B Add Document

Maps

m Contained Cold Aisle
M map

Rack Maps

RackMap
Assets

(z0 CPS server

Cz0 Server Room Switch

Now you can drag and drop the MAPS on any Desktop.
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= EP"“T=[" CONTEG Pro Server

DEVICES ~ WORKSPACE ~ MAPS 4 Workspace > Folderl > @ Maps~ °
Q Map1 T Contained Cold Aisle X
© AddMap 5 Add Rack Map <« > 7T 0 & 7/ « > 7T 0 a /
[70 Add Asset +
B Add Document - -

Maps
M Contained Cold Aisle

m Map1

Rack Maps

F—] RackMap

Assets

(o CPSserver

[0 Server Room Switch

You can also drag other MAPS onto a map as sub MAPS,; this is called drill down mapping. As an
exampl e we 6 vCGontamaddCeld Aite@ dmap a child map of OMaplé
it on the other map.

You can also place Rack MAPS and Desktops/Workspaces on other MAPS:

Map Name Map1 x
Double click to drill down.

Name
Status
Daouble click to drill down.

Steve's Deskiop

Then you can double click to open the Rack Map or Desktop that was placed on the map.
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Map navigation
These buttons will help you to go back and forward in the map hierarchy.

Cant&é E‘iCuld Ajsle
This button will automatically search the MAPS for the
O 8B 7/ closest critical device or sensor. We 6 | |  det ai |

E??a Next Map feature below.

With this button you can turn on/off the map marker
clusteringwh e n y o u 6Geegraphgcal Map (see
below). If there are many map markers around the
samel oc at i olmeshownhae g singld marker
until you zoom in.

This button will help you to move to the top in the map hierarchy.

Thereds also zoom in/out, n@apluttensgr i d | i nes and || o
With the lockon,y ou cannot move the sensor markers on t he

Drawing program
,'I-

OnnewerCPSver sions, youodll find an act MARSBa | penci
Clicking this icon will pop up a menu with these options:

With the Save Snapshot you can save the current display as an
image.

In Map Editor Mode you can load a web-based editor program (see
’/ Map Editor Mode below).

] Save Snapshot Note:it i s recommended to enable the
that drawing horizontal or vertical lines will be easier.

[J  View Grid Guide

View Markers
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The drawing program has a toolbar where you can select the shapes, objects or text that you wish to
place on the map.

Helpful text messages will be shown as you start drawing with the mouse:

—
]

s +
e = Tex>xt
® A
~[=
1 X
To modify an object, click or right-click on it:
E ; Make a Copy , ,
4 To delete, you can press the 'delete’ button
Delete on the keyboard or right click the object to
Li 7 + access its popup menu.
Text .
« u ] B Each object has a popup menu to delete,
e A ] Order ' make copy and rotate them.
|| = [] [ fotate , For moving objects, you just need to click
and drag them from their middle point.
= == Flip y To resize objects, use the side points.
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Geographical Map type

GeoMap

ra
La

© a 7

stock i

y Name  RAMOS Optimax GSM *
. Location Demo
Status Reachable

This is a new type of map and uses the OpenStreetMap as the source.
You can drag and drop any units, sensors or cameras anywhere on the world map as you would on
other map types.

MSUINWLURILUAS

Map markers can cluster together when you zoom out of the map - this clustering can be optionally
turned off.

The GPS coordinates wi Istem thkeif suppostee (beeibalow)- buerentlyn i t 6 s
RAMOS Optimax GSM devices with newer firmware (2018 September) support this feature.
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Confirmation

This host has a Geolocation (Latitude and Longitude) pre programmed. Do you want to place the marker on this
location?

System

General
@ Date / Time
System Description ~ RAMOS OptimaX F7 1.0.5606 Oct 5 20
«§ Modem
System Name RAMOS Optimax GSM
@ VPN
SMTP System Location Demo
= SNMP
= System Contact System Contact
4 Server Integration
System URL hitp://www.example.com

R Services

GPS Latitude h(0.05997

GPSlongitude 1443011

Save Cancel

This screenshot shows the GPS latitude/longitude coordinates which are saved into a RAMOS
Optimax GSM unit® settings in the General Settings Tab.
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Adding Sensors to the map

Now we have added MAPS, we will add some sensor data to these MAPS.
To add sensors to a map the process is exactly the same as adding sensors to any desktop. Simply
drag and drop your chosen sensor to a specific place within your map.

= EP" T =" CONTEG Pro Server

DEVICES ~ WORKSPACE  MAPS & Workspace > Folderl > @ Maps~ 3 & O

Contained Cold Aisle 22 X | GeoMap £

€« > 7T 0 8 7 €« > 7T O a /s

Q

© AddDevice  Q Scan Network

[J CONTEG Pro Server i + +
(((((
58 RAMOS Optimax GSM = e -
(192.168.0.100) W .
)
Host Status H
B Main Unit v ey o
St
ek
E3 Module 0 - 4x Sensor Ports -
E3 Module 1 - 4 Sensor Forts *.
u

[ internal Sensors

[+ ]

£ RDUT4

In the example below you can see we have added an Mini Relay from a connected RAMOS Optimax

7

GSM tothemapby draggi ng and ContanedgdoldAgislebt map.t he 0O
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By hovering your mouse over, or right clicking on the sensor icona n d
you will see the sensor information displayed, as shown below:

EO T =" CONTEG Pro Server

sel ecti

ng

6Show

DEVICES WORKSPACE MAPS
Q Contained Cold Aisle
o Add Device Q) Scan Network

] CONTEG Pro Server

= RAMOS Optimax GSM
(192.168.0.100)

Host Status
B Main Unit
B Module 0 - 4x Sensor Ports

Differential Temp (bottom)  #
Port 2

Differential Temp (middle)  #
Port 2

Differential Temp (top) Port
2

Door Port 1
Door Port 4

Humidity front (middle) Port #
2
Humidity rear (middle) Port
2

Reader Port 1

Reader Port 4

Relay Port 3

Show Marker Info

Edit Marker

Reset Marker

Remove Marker

View Maintenance Log

Action Setting

Sensor Setting

4 Workspace > Folderl > @ Maps ~ o

Name Relay Porl 3

Status Off

Host  RAMOS Optimax GSM

2 X GeoMap

.
‘Stockholm

© a 7
+
- oy
(4
.
Urlited Kingdam
| Greon antowy E
£ Hambrurg
£ e Berh
s
Barceiona
Esp
ugal
& OpenStrestilzp = oo

From the sensors right click menu you can show/hide the marker

info, remove it from the map,

change

t he

custom action that you can perform directly from the map (more on

this feature later).

Note:t he i conos

monitoring, and it cannot be changed. You can only add a colored
additional text to it (see below).

col

or wi | | show

t

Now that we can see our sensor data within the map window we will

add a custom text to the icon. Todo thiswe needtoo p e n Edithe O
from

Marker6 opti on

After selecting this option a new window will be presented.
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Marker Icon Setting

o Icon

Icon Type Standard Shapes

(® standard Shapes ® @ cicle

O Area Polygon o B squae

O Images O Triangle
o Diamond

BACK CANCEL

In this window you can select which type of icon you would like to use.

As an we 61 |

another color.

exampl e, change its

Choose diamond shape and click Next.
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Marker Icon Setting

0 lcon e Option 9

MACROS COLOR
Top

BACK m CANCEL

Here you can make changes to the icon.
As an example wedll change the size, addckendhme e X

Color button to pick a color):

Marker Icon Setting

@ Icon © Option (=]

Bottom

E = _.
=)
BACK m CANCEL 7ED3Y | 126 211 33| [100

Hex R G B A
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Marker Icon Setting

O lcon Q Option 9 Apply Default

Make this setting to be a default for the following types

Temperature - SELECT ALL
Humidity
4-20 mA UNMSELECT ALL

Digital Voltmeter
AC Voltage

RMS Voltage 7763
RMS Current 7763
Energy Meter 7763

Wart-Hour Meter 7763 h

O 3100000000

Overwrite all existing icon settings to default for selected types

BACK FINISH CANCEL

If you wish, you could make this style default for other
sensor types.
To change only this icon, click on Finish .

Now as you can see on the picture on the left, the
sensor marker has changed, and the additional text is
displayed on it.
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Marker Icon Setting

& icon & option © select Image (4]

Select an image for each status

Normal v
St
High Critical hd
A
Low Critical v

* Please select an image for all status

BACK CANCEL

f you c h oma gtyditoh setting,y ou 61 | have to choose an i mag

Map Icon Image

Images

““E%W,’@ﬁECQ«B»QET
M 2 L Q@ « @ @ v @

‘ P ¢ ‘ & 6 0 ) [a]

li]l:]l‘]|i|.|-——

| v

5
»
>

Please enter 1 item.

ADD CANCEL
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Map Action Setting

On the MAPS you can place custom actions to directly execute them.

Show Marker Info

menu.

Edit Marker

Reset Marker

Remove Marker

View Maintenance Log

Action Setting

Sensor Setting

Action Setting

Select actions

No action available. Please add.

CREATE ACTION SELECT ALL

By default no action is assigned. | f
add at least one action.

you

UNSELECT ALL

havenot

-83-

Right click on a sensorand select6 Act i o n fi®ma thda popug 0

This will show a selection dialog (see below) where you can assign
any existing action to this map marker.

CANCEL OK
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This will open the Actions page on a new browser tab, where you can create your action.
More about configuring the actions can be found below in this manual.

Actions

Notifications | Actions

Q
Enable 4 Acticn Type t+ Acticn Name

® £ Relay Relay Action 1 o O DUPLICATE m

Here webdbve added a Relay action for demonstratin
your action is created.

Action Setting

Relay Action 1

CREATE ACTION SELECT ALL UNSELECT ALL CANCEL OK

The new action will appear in the list; place a checkmark to it to select it, and then press OK.

I f you already created some actions before, they

Name Relay Port 3 The new action will appear under the Sensor Marker Info popup.
Host RAMOS Opfimax GSM You can click on the button to directly execute the action from the
Status Off

map.
J‘f The displayed icon will reflect the action type.
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Locating critical sensors on a map

Campus x

« T|O0|d B

Every map has an exclamation icon (or magnifier icon in older versions) that will let you quickly find a
sensor or device with critical status on a map, or sub-map.

_ & Mo critical sensor or device found .

Jdaps - o

I f there are no critical sensors or devices foun
Note the green marker next to the Desktop name; it also reflects the sensor statuses on the given
desktop.

_ @ Critical sensor or device is located on l
this map

Ips ~ o

In case a sensor is in critical status and you press the locate icon, the system will show the map with
the critical sensor and says in the popup that a
marker which turned red.
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6. Playback feature

The playback function wil/ l et you replay the
changes and logs. The Playback mode will sync all video and sensor statuses on the marker time in
all opened windows.

Click on the Playback slider to go into Playback mode.

Note: t h e ¢ a hve vidaodfeed needs to be dragged to a desktop, and Recording Policies has to
be configured to be able to use video playback, but sensor status playback always works.

Very Important Note: If you close a gadget, host or camera window on a desktop, it will not reappear
in Playback or normal mode!

SeNI=a
DEVICES ~ WORKSPACE MAPS 4 Workspace > Folderl > @ - L X
Q AXIS's AXIS M1054 Door status H i X
}.. o\
[ CONTEG Pro Server [‘“‘H S;-imusj ftiwﬁ!Srl‘l\‘w‘ww[wjeu T
Summary #3 IS I 4
(192.168.0.90) Sensor Host Value Status
Host Status No Sensors
AXIS's AXIS M1054 A
Host Status
Main Module :
Door status H 1 202022 10:59:418 A
Dual Humidity Port 1 H AXISS AXIS M1054 [ skip Gaps )
Door status
Dual Temperature Port 1 :
Latch : @
@) e Scale in Minutes
Timeline Video Controller
Easily view what events take place at The Controller will let you quickly
that time. You can drag the timeline choose a given date and time. You
with the mouse when seeking each can also move the timescale with the
criticalevent. Ther ebs a ti mouse, and change the display
sensor and per camera. between minutes/hours/days etc.
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7. Menu and options walkthrough

Eﬁ Monitoring

S\ Sensors

[=] Hosts

E Events v
B Access Control v
a4 Time Attendance v
A Notifications hd

Bl video Recording v
Reports

E Documents

&> Backup / Restore v
.-; Probe Manager g
ﬁ Settings w
0 Help & Support v
e admin

L1 Full screen

5] Logout
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Menu navigation

The Web Ul and the menu structure is similar to the one on the RAMOS Plus and Optimax devices.

To open the menu, click on the three horizontal lines in the upper left corner: E

(x4 Monitoring

=\ Sensors

EI Hosts

E Events v
B3 Access Control W
a= Time Attendance v
! Notifications ~

This will bring up the full menu for navigation.

You can always see the currently |l ogged in usero
Clicking on it will take you to the User Settings menu (see below in this manual).

Important Note : As Microsoft no longer supports the Internet Explorer web browser, we also do not
support any version of IE when viewing our web interface on all CONTEG base units. Please use the
Chrome or Firefox browsers when viewing the CPS Web Ul.
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7.1. Hosts menu

= ED'“T=[> CONTEG Pro Server

Host Demo Rack (192.168.161.4) ~

System

£33 General

Services
System | Services

49 pate/ Time
Web Interface

= SNMP

Web Interface (HTTP)
A server Imegration (HTTP) @ Enable O Disable

HTTP Port
.

‘Secure Web Interface (HTTPS) @ Enable O Disable
HTTPS Port 443

Services

Nagios () Enable @ Disable

Video Conferencing () Enable @ Disable

Secure Shell @ Enable O Disable

Telnet @ Enable O Disable

Serial to Network Proxy (ser2net) () Enable @ Disable
Ethemet Watchdog @ Enable O Disable

Announce IP Address When Boots @ Enable O Disable

The contents of this page will vary depending on the selected unit type that has been added to the
CPS console, and is available for configuring.
Options from the intelligent RAMOS product family can be configured with this menu.

You can select a host to configure from the drop-down menu at the upper right corner:

Host Demo Rack (192.168.161.4)

RAMOS Optimax GSM (192.168.0.100)
Demo Rack (192.168.161.4)

If there are no available hosts added yettoCPS, it wi |l |l just display :a me

Host None T

General

System / General

No Host Selected
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7.2. Sensors menu

= EP' T == CONTEG Pro Server

Boarcs Module 0 - 4x Sensor Ports

Sensors | Module 0 - 4x Sensor Ports ¢

RAMOS Plus -

Host RAMOS Optimax GSM (192.168.0.100)

RAMOS Optimax GSM (192.168.0.100)
Demo Rack (192.168.161.4)

~

1 z 3 ‘
Module 2 - 10x Dry Contacts 10 -
W o W
~ Handle Lock ~ Thermal Map Relay N/C
RDU1.3
o @
RDU 1.4
Temperature | advanced Continuous Time Status Text
Sensor Name Temperature front (top) Port 2
Sensor Status Normal
Sensor Reading 24°C
Sensor Cunenty m
Low Critical Normal High Critical
55 P 10 > 20 > 30 > 40 2> 75
Offline All Sensors In Error On This Port

The contents of this page will vary depending on the selected unit type that has been added to the
CPS console, and has available sensors for configuring.

Sensor configuration options are nearly identical to the intelligent RAMOSf ami | y 0 s .

As with the Hosts menu, you can choose the host to configure with the drop-down menu at the top.

there are no units added with sensors, you

Host None v

Boards

No Board Found

No Board Found Sensors | No Board Found
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7.3. Events menu

L‘Tﬁ Monitoring
R\ Sensors

=] Hosts

E Events ~

&

All Events

J

System

4

Sensors

Access

2 O

Notifications

All Events

Events ' All Events

¥ Date/ Time

26/01/2022 11:00:05
26/01/2022 11:00:04
26/01/2022 10:59:50
26/01/2022 10:59:36
26/01/2022 10:59:33
26/01/2022 10:59:07
26/01/2022 10:58:49
26/01/2022 10:58:30
26/01/2022 10:57:45
26/01/2022 10:57:44
26/01/2022 10:57:42
26/01/2022 10:57:15
26/01/2022 10:57:12
26/01/2022 10:57:09
26/01/2022 10:56:40
26/01/2022 10:55:51
26/01/2022 10:53:27
26/01/2022 10:50:46
26/01/2022 10:43:45
26/01/2022 10:43:20

Message

‘Latch’ status is now Closed

‘Door status’ status is now Close

Create video record file '77-20220126-095920 mp4’

‘Door status’ status is now Open

‘Latch’ status is now Opened by Exit Button

Host named 'Demo Rack(192.168.161.4) was updated by Admin Admin
Host named 'Demo Rack(192.168.161.4) was updated by Admin Admin
Host named 'Demo Rack(192.168.161.4) was updated by Admin Admin
Host named 'Demo Rack(192.168.161.4) was updated by Admin Admin
‘Latch’ status is now Closed

‘Door status’ status is now Close

‘Door status’ status is now Open

‘Latch’ status is now Opened by Exit Button

Host named 'Demo Rack(192.168.161.4) was updated by Admin Admin
Host named 'Demo Rack(192.168.161.4)' was updated by Admin Admin
Host named 'Demo Rack(192.168.161.4) was updated by Admin Admin
Create video record file '77-20220126-095256.mp4’

NTP setting was updated by Admin Admin

'Dual Temperature Port 2" is now 24.90 °C, status is now Normal

‘Latch’ status is now Closed

1< 1 2 3 4 5 6 7 8
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FILTER EXPORT

Host T Level
Demo Rack (192.168.161.4) Information
Demo Rack (192.168.161.4) Information
AXIS's AXIS M1054 (192.168.0.90) Information
Demo Rack (192.168.161.4) Critical
Demo Rack (192.168.161.4) Information
Information
Information
Information
Information
Demo Rack (192.168.161.4) Information
Demo Rack (192.168.161.4) Information
Demo Rack (192.168.161.4) Critical
Demo Rack (192.168.161.4) Information
Information
Information
Information
AXIS's AXIS M1054 (192.168.0.90) Information
Information
BAMOS Optimax GSM (192.168.0.100) Information
Demo Rack (192.168.161.4) Information
> Display 20
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Event logging is an important part of CPS and is very helpful for troubleshooting. It allows you to
review what events happened on the system, and when.

Events by category:

All Events - contains all logs sorted by date and time; you can filter the logs for example by
specifying the start- and end dates to narrow the list, or by choosing a specific log category.

System - contains the logs for the CPS system events, such as reboot, user logins, system update
etc.

Sensors - contains logs for all sensor related events, such as status changes, online/offline etc. and
the port number where the sensor is attached.

Access - contains logs for all user authentication-related events, such as access granted/denied.
Notifications - contains logs for the notifications and actions, for example the result of an email
notification, heartbeat message or an SNMP Trap.

You can change the number of log entries displayed per page. The defaultis20, it 6s possi b
specify up to 50. Also you can filter the events further in the Filter options (see below).
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Log Filtering

The easiest way to filter the logs is to start to type in the search field:

All Events

Events ' All Events
Q, camerd

FILTER EXPORT
' Date/Time Message Host T Level
08/10/201810:36:15 Onvif Compatible Camera(10.1.1.132) is now online AVTECH's AVM328A (10.1.1.132) Information
03/10/2018 13:27:11 Onvif Compatible Camera(10.1.1.132) is now online AVTECH's AVM328A (10.1.1.132) Information
03/10/201810:35:26 Onvif Compatible Camera(10.1.1.132) is now online AVTECH's AVM328A (10.1.1.132) Information
02/10/201813:53:53 Onvif Compatible Camera(10.1.1.132) is now online AVTECH's AVM328A (10.1.1.132) Information
02/10/201810:52:12 Onvif Compatible Camera(10.1.1.132) is now online AVTECH's AVM328A (10.1.1.132) Information
02/10/2018 09:49:02 Onvif Compatible Camera(10.1.1.132) is now online AVTECH's AVM328A (10.1.1.132) Information
27/09/2018 15:20:18 Onvif Compatible Camera(10.1.1.132) is now online AVTECH's AVM328A (10.1.1.132) Information
20/09/201814:24:18 Onvif Compatible Camera(10.1.1.132) is now online AVTECH's AVM328A (10.1.1.132) Information
13/09/2018 12:13:33  Onvif Compatible Camera(10.1.1.132) is now online AVTECH's AVM328A (10.1.1.132) Information
13/09/2018 12:09:44 An IP Camera IP10.1.1.132 was added by Admin Admin Information
13/09/2018 12:09:44 Onvif Compatible Camera(10.1.1.132) is now online AVTECH's AVM328A (10.1.1.132) Information
09/04/201813:16:54 An IP Camera IP10.1.1.191 was added by Admin Admin Information
1< 1 >l Display 50
For example to find all | ogged events

If you need more advanced filter options, click on the Filter button.
A popup window will be shown with all the filtering options.
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DATE/TIME LOG LEVEL ACTION SENSOR TYPE SENSOR DOOR RECORD

Show All

CANCEL OK

You can define a custom filter to find the important logs easier.
t 6s possible

= =4 =4 4 -4 -

Date/time
Log level
Action type

to filter by:

Sensor type and sensor status

Door status
Video recording status

DATE/TIME LOG LEVEL ACTION

AR N < W<

Critical
Error
Warning
Information

Notice

For example, this log level filtering will only show Ciritical, Error
and Warning statuses.

You can find additional examples for log filtering at the Access
Control section of this manual.
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Event Log Export

|
CsV

Excel

If you click on the Export button, a confirmation popup menu will appear, asking for the file format to
export the log entries.

You can export the records as CSV file or Excel (XLS) file formats.
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7.4. Access Control

(x4 Monitoring

RN

Sensors

Hosts

Events W

0 & G

Access Control ~

2 Users

Groups

Time Schedules

Holiday

2 3 ©

Departments

L:‘l Sync Devices
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Access Control Users and Groups overview

= Access Control A
- Users
an  Groups

@ Time Schedules

[™ Holiday

I n this section weod6ll show how to use CHSeThidiscess
mostly used for managing door access with the Swing Handle Lock or a Door Control Unit.

Users
Access Control / Users

a

3 Monitoring

4 First Name 4 Last Name Group Card ID

@ (None) - o o
(None) - o o

E Events v o 7 o o
B  Access Control A (None) . o o
(None) - o 0

I\ Sensors

Hosts

- Users
Admin Admin Administrator - o
;.‘ GTOUDS Gabor Test Administrator - o o
) New Test QIpAPS - o o
@ Time Schedules

Prefix Test QIpAPS - o o
(™ Holiday

joe joe Administrator - o o
i,
m Departments mot mot kijkijlol - o 0

.\ . test language kijkljlol - o 6
) Sync Devices

Please refer to the Intelligent Latch Manual if you need more specific information about using the
Handle Lock.
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Access Logs overview

= EDO'"T=[> CONTEG Pro Server

Access

Events / Access

Q, Search

V' Date/ Time

27/01/2022 11:06:36
27/01/2022 11:06:27
27/01/2022 11:06:27

27/01/2022 11:05:41

27/01/2022 11:05:01
27/01/2022 09:29:58
27/01/2022 09:29:58

27/01/2022 09:29:31
27/01/2022 09:29:31

27/01/2022 09:29:31

Message

"Latch’ status is now Closed
‘Latch’ status is now Opened
"Latch Reader’ - Access Granted to test card

‘Latch Reader - Access Denied: No Permission to test card

‘Latch Reader - Access Denied: Unknown User by card id

0003425020
‘Latch’ status is now Closed

"Cabinet Door Port 1" status is now Sensor Error

‘Door Port 1" status is now Closed
‘Cabinet Door Port 1" status is now Closed

‘Cabinet Door Port 1' status is now Open by Exit Button

1<K 1 2 3 4 5 6

Sensor
Latch
Latch
Latch Reader

Latch Reader

Latch Reader

Latch
Cabinet Door
Port 1

Door Port 1

Cabinet Door
Port 1
Cabinet Door
Port 1

7 staws

Closed

Opened

Access Granted

Access Denied: No
Permission

Access Denied: Unknown
User

Closed

Sensor Error
Closed
Closed

Opened

10 >

FILTER EXPORT

Host

Demo Rack (192.168.161.4)
Demo Rack (192.168.161.4)
Demo Rack (192.168.161.4)

Demo Rack (192.168.161.4)

Demo Rack (192.168.161.4)
Demo Rack (192.168.161.4)
Demo Rack (192.168.161 4)

RAMOS Optimax GSM
(192.168.0.100)
RAMOS Optimax GSM
(192.168.0.100)
RAMOS Optimax GSM
(192.168.0.100)

Display 10

Under Events menu / Access , you can also view the Access Logs which will show events related to

the door status changes and user authentication.

You can find more information about this feature in the section Card and User management below.
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Access Control management
Access Control Menu Overview

This menu is where the new Groups, Users, Schedules and Reports are entered and stored into the
database of the CONTEG Pro Server software.

Users
Eﬁ Monitoring Access Control / Users
Sensors
™ Q
=] Hosts
o For your changes to take effect, you must sync the access control database to the devices X
E Events v
H Access Control A
> First Name Last Name Group Card ID
& Users
Admin Admin (None)
-w OGroups
test 22 Administrator 15826961 O
(O Time Schedules
test 33 Administrator 15826963 O
[™ Holiday
test card Administrator 3425020 6
m Departments

)  Sync Devices

To add a new Group, click on the Group menu and complete the wizard. To add a new User click on
the User menu and complete the wizard and finally to add a new Schedule click on the Time
Schedules menu and complete that wizard.

You can define your optional Departments and Holidays in separate menus.

Sync the Access Control database with your client devices in the Sync Devices menu.

We will go through each of these in detail in the following sections. Make sure that a unit has been
added to the CPS console already with a configurable door.

Although you could define users and groups even without a door to control, youwon 6t be abl
complete all setup steps.
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Access Control i Groups Overview

The CONTEG Pro Server software allows you to setup Groups of users. This feature is used for
allowing or denying access to specific doors, specific times and also to set security and access levels
for our groups of users. Creating new groups will be covered in another section.

We will cover the Users and Schedules before cov
groups as we need to add our users and schedules before adding our permissions to each group.

If we click on the Groups menu as we can see in the screen shot above, we have a list of the
existing groups that by default are already setup in the system. We can use these pre-set groups or
we can create our own groups using the New Group wizard .

As mentioned above the new group wizard will be covered in another section of this manual after we
have added our users and schedules to the system.

After our groups have been created or chosen, then the Users, Schedules and Permissions can be
assigned to each of the groups.
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